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1. Objetivo

Este documento tem como objetivo demonstrar as configuracdes que devem ser realizadas para a
integracéo via autenticagdo SAML entre o LegalDesk e o WorkSite.

2. Preferéncias(LegalDesk)

1. Na preferéncia INTEGRACAO_GED escolher a opcao “WorkSite” no campo Valor.

NOME VALOR
INTEGRACAO_GED WorkSite hd
DESCRICAO
ndica qual o GED habilitado
NOME i | DESCRIGAO { MODULO i VALOR i PER
= INTEGRACAO_GED Indica qual o GED habilitado GED W

2. A segunda preferéncia a ser configurada ¢ a WORKSITE_NETLOGIN_GED e deve estar com o
valor “S” para autenticacdo SAML, conforme legenda na descricdo da preferéncia.

NOME VALOR
WORKSITE_NETLOGIN_GED s
DESCRICAO
N = (Netwark), E = (Explicit), S = (Saml)
NOME t+ :  DESCRICAO ! MODULO ! VALOR
= | WORKSITE_NETLOGIN_GED N = (Network), E = (Explicit), S = (Saml). GED S

3. E por fim a preferéncia CONEXAO_GED com o endereco do Worksite Web, sem
protocolos(http/https) ou barras(“/”), conforme prints abaixo.

NOME VALOR
CONEXAO_GED I worksite10.juritis.com.br
DESCRICAO
ndica a forma de conex&o com o servidor de GEC
NOME ! | DESCRICAO : | MODULO ! VALOR :
= | CONEXAO_GED Indica a forma de conexao com o servidord... | GED warksite10.juritis.com.br
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3. Cadastro dos Usuarios(LegalDesk e Azure)

* No cadastro de usuarios do LegalDesk o campo IDP deve estar preenchido igual ao cadastro no
Azure(imagem abaixo).

B® Microsoft Sign out

Marcio Felipe Laub...
marcic.laubstein@totvs.com.br

My Microsoft account

= Switch directory

4. IDs no Banco de Dados(LegalDesk)
e TenantID

1. Abrir o Azure e na tela “Home” verificar qual o Tenant ID.

Microsoft Azure P Search resour
Home >
(i) Overview
Azure Active Directory
|,D Search (Ctrl+/) @ %@ Switch tenant f Delete tenant = Create a tenant I’_|7
O overview =

# Getting started o Azure Active Directory can help you enable remote work for your

X Diagnose and solve problems

Manage Overview

ﬂ Users Yo

Tenant ID f3cdef31-a31e-4b4a3-93e4-51571e91255a E
& Groups

BE External Identities

&k Roles and administrators sign-ins

#§ Enterprise applications

2. Verificar de o Tenant ID na tabela LDESK.SIS_LICENCA é igual ao que esté na aplicagéo do Azure.

select * from

1
E | ==
[T —[ATNO [TENANT
| | I 1/ juriTls - | locahostfoadewwm lvmdey2vem172.16.7.188 jurmac201 el - | § Hdab23de-aele-41cd-9f3e-dab90adadaaa
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e Application ID

1. Na tela de “Properties” da aplicacao LegalDesk dentro do Azure, verificar qual o Application ID.

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Juritis Comércio e Servigos de Informatica LTDA > Enterprise applications | All applications >

111 LegalDesk | Properties

Enterprise Application

X Discard EI Delete 7 Got feedback?

# Overview

"SOpEAIISa. SO}BUIP SO SOPO| 'SALOL ep apepaiidoid 2 ojuswnoop ajs3

Q

Enabled for users to sign-in? (O l( Yes No )l
# Diagnose and solve problems -

Name * (0 | LegalDesk \/‘
Manage
! properties Homepage URL @ | n ‘
& Owners Logo ©
S Users and groups I_E

@ Provisioning

| Select a file |
951538be-103a-435e-adb7-bc5cd312a60 D]

B! application proxy

C  self-service Application ID (@

Security Object ID @ | af1f1128-2976-4859-9c85-4e60678eb361 ia] \
& Conditional Access User assignment required? & ( Yes m}

2. Em seguida abrir a tela de “Certificates & secrets” da aplicacdo LegalDesk dentro do Azure e
verificar qual o Secret.

Ao oo e ond o o1/

Home > App registrations >

LegalDesk | Certificates & secrets =

2 search (Ctri+)) «

B overview

@ Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location {using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant (preview)
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
= Branding
T Upload cet

D Authentication
Thumbprint Start date Expires
Certificates & secrets

If Token configuration No certificates have been added for this application.
< API permissions

& Expose an API
Client secrets

"
S Owners
A secret string that the application uses to prove its identity when requesting a token. Alse can be referred to as application password.
B Manifest
- New client secret
Support + Troubleshooting Description Expires Value
£ Toubsnootig passuord uplosdec on e Jun 10 2020 ST . —scocsio s ezor qmociooy T |

& New support request

3. Voltar ao Banco de Dados e verificar na tabela LDESK.SIS_APPLICATION se o Application ID e o
Secret estdo corretos.

H e | # | B
[T TID_&FFLICATION _[NAME _ |DESCRIFTION _[KEY  [SECRET
p| 1| 5915B8434-E37D-0466-4C80-1COEOTD12312 - | LegalDesk - LegalDesk -+ 951538be-103a-435e-adb7-bched31 22604 - | FGRJ P dmyE =qL TEZL MECT 3modTwvm__
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5. Permissoes(Azure)

Home > App registrations >

- LegalDesk | APl permissions =

‘9 Search (Ctrl+/)

| «

H overview
& Quickstart

ﬁ’ Integration assistant (preview)

Manage

E Branding

3 Authentication

?  Certificates & secrets
It Token configuration

- APl permissions,

@ Expose an AP

O Refresh

Configured permissions

Na tela de “API permissions” € preciso dar consentimento de administrador na aplicacéo LegalDesk:

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission
API / Permissions name
~ Microsoft Graph (1)

User.Read

TOTVS juriTls

Type

Delegated

Description

Sign in and read user profile

Admin consent required
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